
STEP OUT OF  
THE BULL’S-EYE:
Protect Your Organization
Against Advanced Threats
and Targeted Cyberattacks

kaspersky.com/business 



 
Cybersecurity is a major concern in both the private and public sectors. Targeted attacks 

aimed at commercial and government organizations are on the rise, in both frequency and 

severity. Computer networks and systems continue to be targets of intrusions, exploitation, 

and data theft by a variety of cybercriminals searching for sensitive financial information, 

personally identifiable information (PII) such as social security numbers, as well as geopolitical 

knowledge and corporate intelligence. 

In recent years, threat actors have become increasingly focused on targeting corporations 

to obtain sensitive information for financial profit or economic espionage. Regardless of the 

adversaries’ motives, corporations understand the need to implement defensive measures to 

secure their infrastructure and sensitive data while mitigating the risk of future attacks. 

This whitepaper outlines the cybercrime landscape, advanced threats, targeted attack 

adversaries and their motives, the latest threats exposed, popular techniques, and strategies 

for preventing and mitigating attacks.

THE DYNAMIC 
AND DANGEROUS
ONLINE WORLD

“Many cyberattacks can be mitigated by relatively simple 
measures. Unfortunately, some people fail to take what 
appear to be basic precautions – such as using strong 
passwords, applying patches, and running a security 
solution. In many cases, breaking into a company’s 
network is easier than it sounds.”  

~ Costin Raiu , Director, Global Research & Analysis Team , Kaspersky Lab



Even though targeted attacks are highly 

publicized and a predominant topic of 

conversation among corporate IT security 

staff, the majority of incidents originate from 

cybercriminals conducting mass-malware 

campaigns. These campaigns are often  

simplistic in nature and lack any high level 

of technical sophistication. Nevertheless, 

they account for the largest number of 

corporate IT security incidents.  

According to research compiled by B2B 

International, malware is currently the  

leading cause of serious data loss events.   

Many targeted attacks, like phishing and 

Distributed Denial of Service (DDoS),  

actually have malware at their core.1 

 

Corporations can help protect themselves 

against these attacks and fortify their IT security  

perimeter immediately by implementing basic 

security practices, such as automated patching  

and application control combined with a 

reliable endpoint protection solution. In 

addition, educating employees about social 

engineering and phishing campaigns will 

strengthen your company’s security awareness, 

which will assist in decreasing your infection 

vector overall.

THE CYBERCRIME 
LANDSCAPE

1. B2B International and Kaspersky Lab, “IT Security Risks Survey 2014,” September 2014

“After a security breach, data loss is only the tip of  
the financial iceberg – the true cost is much greater.  
There are obvious hard costs such as additional  
security measures and legal advice, but brand  
damage and reputation are arguably much larger.”  

~ Costin Raiu , Director, Global Research & Analysis Team , Kaspersky Lab
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Advanced threats are complex attacks, consisting of many different components,  

including penetration tools (spearphishing messages, exploits etc.), network propagation 

mechanisms, spyware, tools for concealment (root/boot kits), and other, often sophisticated 

techniques, all designed with one objective in mind: to provide cybercriminals with 

undetected access to sensitive information. 

Advanced attacks target any sensitive data; you don’t have to be a government agency,  

major financial institution or energy company to become a victim. Even small retail 

organizations have sensitive client information on record; small banks operate remote  

service platforms for customers and businesses of all sizes process and hold payment 

information that is dangerous in the wrong hands. As far as attackers are concerned,  

size doesn’t matter: It’s all about the information. Even small companies are vulnerable 

to advanced threats – and need a strategy to mitigate them. 

ADVANCED  
THREATS

“High-profile targeted attacks on enterprises are becoming 
increasingly widespread. Thousands of businesses have 
already been hacked and had their sensitive data stolen – 
resulting in multi-billion dollar losses. Cyberespionage 
is a tangible and growing global threat today – and  
fighting it is one of the principal tasks we’ve  
set ourselves.”  
 
~ Costin Raiu , Director, Global Research & Analysis Team ,  

Kaspersky Lab


